Al in Payments Testing:
Expectations, Reality, and
Practical Consequences
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Executive Summary

The payments industry is in a state of continuous evolution. Driven by a living standard like ISO
20022 and relentless regulatory pressure, testing has shifted from a periodic project activity
to an ongoing operational reality, one that places growing strain on budgets, teams, and
compliance programs alike.

Intersecting with these operational challenges is the rapid emergence of Large Language
Models (LLMs): Al systems trained on vast quantities of text to generate human-like responses,
best known through tools such as ChatGPT. The question now confronting many institutions is
not whether these tools are impressive, but whether they can be safely and practically applied
to the rigorous demands of payment infrastructure testing.

However, payment infrastructure testing operates under strict, uncompromising principles.
Message validation is binary, and test results must be fully traceable and repeatable to satisfy
rigorous regulatory audits. This creates a fundamental tension: how can the characteristics of
LLMs be safely reconciled with the deterministic precision required for financial compliance?

Rather than relying purely on theoretical speculation, this insight paper provides a grounded
perspective based on targeted evaluations. Leveraging over a decade of hands-on experience
building and operating simulation and validation infrastructure for major banks and Financial
Market Infrastructures worldwide, we explore the practical role of LLMs in payment testing. We
outline where Al shows significant promise to amplify human capability rather than replacing
it, envisioning how agentic workflows might simplify test setup and contextualize complex
errors, and where inherent limitations dictate that final validation must remain firmly rooted in
deterministic logic.
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1. Why This Matters Now

The Era of Continuous Evolution

For institutions managing testing in the payments domain, each new regulatory update or
rulebook release carries a familiar operational weight. Historically, testing in this sector was
treated as a periodic necessity, a hurdle to be cleared during a system upgrade or a one-time
legacy migration. For years, the industry approached major payment infrastructure changes
as projects with definitive end dates.

The payments landscape is currently being reshaped by several factors simultaneously: the
continued rollout of instant payment systems, the expansion of open banking frameworks,
evolvingregulatory requirementsin variousjurisdictions, and the ongoing adoption of ISO 20022
as a common language for financial messaging to name a few. None of these developments
is a one-off event. Together, they reflect a market environment in which standards, interfaces,
and regulatory expectations are being updated continuously, and where significant change is
happening across the ecosystem at a rapid pace. As a result, the industry is no longer moving
from one fixed state to the next but operating in a state of continuous evolution.

This continuous development does not take place in isolation. Payment systems are at the
center of a broader ecosystem of interconnected infrastructures, all of which must adapt to
any changes in regulations or standards. An update to the rules and regulations that introduce
new validation requirements or adjust the message structure has an impact far beyond the
payment system itself. Ensuring operational resilience in this environment means that every
level of this ecosystem remains aligned and that testing keeps pace with changes in all areas.

ISO 20022 serves as a prominent example of this dynamic today. It is a living standard
characterized by structured maintenance cycles and regular rulebook updates. But it is just one
thread in a much larger fabric of continuous change. For financial institutions, the cumulative
effect is the same regardless of the source: testing work is never truly finished. It has evolved
from a one-off capital expenditure project to a resource-intensive operational reality.

The Message Complexity Trap

Compounding these frequent update cycles is the complexity of the standards themselves. The
industry is progressively replacing legacy message formats with more sophisticated standards
across global correspondent banking networks and domestic payment infrastructures. For
example, ISO 20022 messages introduce a level of hierarchical complexity and data granularity
that significantly exceeds previous standards. These messages are data-rich, featuring deeply
nested logic and structured elements that require multi-layered validation and deep business
knowledge.

Testing these processes operates at two distinct levels, both subject to uncompromising
compliance demands. The first is individual message validation: confirming that a given
message is structurally correct and fully compliant. The second is message flow testing:
confirming that sequences of messages behave correctly in relation to one another. Every minor
rulebook update introduces regression risk across both levels, making thorough, repeatable
testing a daily necessity.

In this environment of constant change, the testing burden on banks has grown substantially.
Testing teams are stretched thin, budgets are strained, and the risk of non-compliance remains
a critical concern. This pain point, the necessity for high-fidelity conformance in a moving-
target environment, makes the recent ascendance of LLMs so compelling.
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From Assumption to Evaluation

The industry’s assumption is intuitive: a technology capable of writing production-quality
software, and distilling hundreds of pages of documentation into a clear summary surely can
alleviate the operational burden of compliance testing. That assumption is understandable,
and it deserves a serious answer rather than a dismissal.

At Unifits, we have taken a more hands-on, investigative approach to this assumption. Over
the last two years, we have assessed how this technology aligns with the operational realities
we have established over the past decade. Because our existing systems define business rules
in a structured, machine-readable format, we possessed a natural, ,LLM-ready” foundation
for these investigations. This gave us a controlled basis from which to assess the practical
capabilities and inherent limitations of LLMs within our specific domain, identifying where they
offer genuine value and, equally, where their characteristics require a continued reliance on
deterministic logic.

However, to properly understand our findings, and to evaluate Al‘s role in compliance testing
effectively, one must first understand what these two types of systems (LLMs and the rule-
based systems that underpin testing) actually are, and how they differ at their core. That is the
subject of the next chapter.

A note on scope: while the title of this paper refers to Al broadly, the analysis that follows
focuses specifically on LLMs - the technology behind tools such as ChatGPT, and currently
the form of Al attracting the most attention and experimentation in enterprise contexts.
Where the following chapters refer to Al, they mean LLMs unless stated otherwise. Other Al
approaches, among them ML-based anomaly detection and specialized models for rule-based
code generation, show meaningful potential for payment testing and may warrant dedicated
treatment in the future, but fall outside the primary scope of this paper.

2. Two Fundamentally Different Systems
How LLMs Work: Probability and Pattern

To understand where Al can and cannot contribute to compliance testing, it helps to set aside
the domain entirely for a moment and examine what an LLM actually is at its core.

An LLM is a system trained on enormous volumes of text (books, articles, code, documentation,
conversations). Its single underlying objective is straightforward: given everything that has
come before in a piece of text, predict what comes next. Through exposure to billions of
such examples, the model develops a rich statistical picture of how language, concepts, and
structures relate to one another. The result is a system that can produce fluent, contextually
appropriate, and often remarkably accurate outputs across a vast range of tasks.

What the model does not do is look things up, compute results, or apply logic in the way a
calculator or a piece of software does. Every response an LLM produces is the output of a
probability estimation, a statistically informed prediction of the most appropriate continuation
of the input it has been given. When the task is language, such as summarizing a document,
explaining a concept, drafting a response, this approach is powerful and flexible. Natural
language is inherently variable: there are many valid ways to express the same idea, and the
model‘s ability to navigate that variation is precisely what makes it useful.
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It is worth noting that LLM outputs can be made more consistent through specific technical
configuration, most notably by reducing a parameter called temperature, which controls the
degree of randomness in the model‘s predictions. At its lowest setting, the model consistently
favors its single most probable output, producing near-deterministic behavior. However, even
these controls do not change the fundamental nature of what the model is doing - estimating,
not computing. Annex A provides the technical details for readers who are interested.

How Deterministic Rule-Based Systems Work: Logic and Certainty

A deterministic rule-based system relies on explicitly defined logic rather than learning from
data. Each rule is coded exactly: if X occurs, the system outputs Y. There are no exceptions or
approximations. This makes its behavior fully predictable and traceable: given the same input,
it will always produce the same output, and every decision can be linked directly to the specific
rule executed at that moment.

This makes deterministic systems less flexible than LLMs, they can only do what their rules
explicitly define, butthat constraintis also their greatest strength. In domains where correctness
is binary and every decision must be justifiable, the ability to point to an exact rule and an
exact result is not a convenience. It is a requirement.

The Fundamental Divide

These two paradigms are not simply different tools for the same job. They are built on different
assumptions about the nature of the problem they are solving.

LLMs assume that most problems are best approached through pattern recognition and
probabilistic reasoning, and for the vast majority of language tasks, that assumption is correct.
Deterministic systems assume that the problem has a single correct answer that must be
reached through exact logical execution, and in compliance, that assumption is equally correct.

The question for payment infrastructure testing is not which paradigm is better in the abstract.
It is which paradigm is appropriate for which part of the job. And where the cost of using the
wrong one becomes unacceptable. That is the question the rest of this paper addresses.

3. Where Al Shows Practical Promise
The Prerequisite: A Structured Foundation

Before exploring potential use cases, it is important to establish a baseline: the reliability and
usefulness of an LLM in a testing environment are heavily influenced by the format of the
data it receives. In the payments domain, validation logic is often embedded in hundreds of
pages of unstructured PDF rulebooks. Having a digitized, machine-readable rule set makes
it significantly easier for an LLM to fetch and interact with the relevant underlying logic,
compared to processing dense blocks of unstructured text. The difference this makes in
practice is significant. With structured, machine-readable rules in place, LLMs can interact
with the underlying logic far more precisely and reliably than when working from unstructured
prose. Where your organization sits on this spectrum is therefore the first practical question to
answer before evaluating any Al testing capability.

Y 6 A



Turning Static Errors into Interactive Diagnostics

Our investigation primarily focused on areas where users are directly confronted with the
complexity of the ISO 20022 standard. In these scenarios, navigating the system requires deep
business knowledge. When a validation fails, for instance, it often yields a cryptic technical
code or a complex business rule violation. Translating that code and mapping it back to a
specific tag within a nested XML structure is a time-consuming diagnostic process that can
be a significant hurdle for testing teams. Similarly, when a message flow test fails, identifying
which step in the sequence broke, why the expected response was not generated, and what
the downstream implications are can demand significant specialist effort to unpick.

Through targeted prototyping, we explored how LLMs can lower this barrier by acting as an
intelligent support layer for the user. Several use cases were evaluated:

Prototypes demonstrated that LLMs can deconstruct failed MX messages and explain
structural errors in plain language, mapping technical failures back to business intent.

Beyond identification, evaluations included using the LLM to suggest specific
adjustments to the XML payload, helping the user understand the precise steps
required to fix a structural error.

By utilizing Retrieval-Augmented Generation (RAG), a technique that allows an LLM
to retrieve and cite relevant sections of source documents at query time, structured
rulebooks were integrated into a conversational interface. This allows testers to ask
specific questions about a rulebook, with the LLM grounding its responses in the source
documentation.

It is important to note that RAG, while powerful, introduces its own limitations that warrant
awareness. Poor retrieval or fragmented text can provide the LLM with incomplete context,
and the model may still misinterpret correctly retrieved complex rules. Therefore, human
review remains essential and LLM-assisted interpretation should be treated as a productivity
aid rather than an authoritative source.

In all of these evaluations, the LLM does not replace the deterministic test system. Instead, it
bridges the gap between technical complexity and human intent, acting as a human accelerator
that reduces the cognitive burden on testers and compresses the time required for tasks that
previously demanded deep specialist knowledge.
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Accelerating the Human Tester

The common thread across these findings is the role of the LLM as a human accelerator.
While the LLM is not suited to serve as the final arbiter of binary message validation or flow
execution, these evaluations provide a clear picture of where Al can address friction within
traditional workflows. Based on this work, two primary interaction models can be envisioned:

The Al-augmented assistant

The human tester remains the
primary driver within the standard
testing interface. The LLM serves
as an always-available assistant,
helping interpret requirements,
suggest test coverage, clarify
complex edge cases in real
time, and propose structural
scaffolding for message and flow
configuration.

The fully Al-driven agent

A more advanced architecture in
which the user interacts with the
testing system entirely through a
conversational interface. The LLM
acts as an autonomous agent
that translates natural language
intent into structured instructions,
utilizing a deterministic test system
as a tool on the user’s behalf.
Rather than learning the technical

interface of the testing tool, the
user simply describes what they
want to test in plain language and
the LLM handles the rest. Technical
complexity is abstracted away,
and the test system remains the
execution authority.

Both interaction models are expressions of the same underlying philosophy: Al-augmented
payments testing, in which human expertise and deterministic execution remain authoritative,
while Al absorbs the complexity that previously made that expertise hard to scale. The practical
consequence is a lowering of the barrier to entry for complex testing, allowing QA teams to
focus on high-level test strategy rather than manual configuration and error interpretation.
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4. Where the Risks Become Concrete

The divide established in Chapter 2, probabilistic estimation on one side, deterministic execution
on the other, is a conceptual distinction. This chapter makes it concrete. In compliance testing,
the boundary between Al-assisted interpretation and Al-generated evidence can blur in ways
that carry operational, financial, and regulatory consequences. The following three scenarios
illustrate where that boundary demands particular attention.

When a Probable Answer Is the Wrong Answer

Consider an ISO 20022 message in which a conditional business rule requires that a specific
field becomes mandatory when the value of another field meets a defined condition. The field
is absent. The message is non-compliant. But structurally, in terms of its overall shape, the tags
that are present, and the values they carry, it closely resembles thousands of valid messages.

An LLM used to review or pre-screen this message does whatitis built to do: it pattern-matches
against its training and generates the most statistically likely assessment of the message's
validity. Because the message is structurally familiar, that assessment may well be that the
message appears correct. If that assessment is carried forward unchallenged, absorbed into
the workflow as a de facto validation, a non-compliant message passes undetected.

A deterministic test system handles this differently. The conditional rule is implemented as
explicit logic. The system evaluates the triggering field value, determines that the condition is
met, checks for the mandatory field, finds it absent, and returns a precise, traceable failure.
There is no estimation. The outcome is the result of executing the rule, not of inferring what
the rule would likely imply.

When an Explanation Is Not Enough

Payment testing in a regulated environment produces more than pass/fail outcomes. It
produces evidence. When a regulatory audit requires an institution to demonstrate the
integrity of its compliance testing, the question goes beyond whether a test passed or failed. It
is precisely which rule was applied, to which field, and with what result. That record must be
mechanistically generated: an execution log produced by the system that ran the test, not a
description of what the system believes it did.

This is where the LLM's audit trail problem moves from a theoretical concern to a practical
one. Modern LLMs can produce step-by-step explanations of their reasoning that are detailed,
coherent, and persuasive. But that explanation is generated text, produced by the same
probabilistic process as every other output. It is the model‘s articulation of what a correct
reasoning process would look like, not a record of the computational steps that produced the
result. Annex B unpacks the technical mechanics for those interested.

Because it lacks mechanistic traceability to executed rules, such generated explanations cannot
meet audit requirements; regulatory frameworks expect logs tied directly to rule execution
rather than plausible narratives. A deterministic test system produces exactly that. Every
decision is the output of executing explicit code, logged at the time of execution, traceable to
the rule that produced it. That record is not generated after the fact; it is a direct artefact of the
validation process itself.
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When Consistency Cannot Be Assumed

Compliance standards evolve. ISO 20022 is a case in point: rulebook updates introduce new
requirements, modify existing conditions, and occasionally retire rules that previously applied.
For a testing suite to remain valid after an update, every test must be re-evaluated against the
new rule set.

When LLMs are used in a supporting role (reviewing message structures, drafting test cases,
flagging potential gaps) their outputs after a rulebook update may silently reflect outdated
logic. Even if an LLM has access to the latest rulebook, there is no intrinsic guarantee that
it will actually apply the newly changed rules. Its assessment of message validity is based
on generating statistically probable responses rather than deterministically executing logic.
Consequently, a message that is compliant under the revised rules might still be assessed
incorrectly - consistently, and invisibly. This is particularly likely where older rules carry more
statistical weight from historical patterns. The LLM does not flag this uncertainty, it merely
produces its most probable answer, which can remain systematically wrong for every instance
of that message type.

For a regression suite to be trustworthy after a rulebook update, the rule changes must be
implemented as explicit logic updates to the deterministic test system. Once updated, the
system applies the new rules with complete consistency across every test case in the suite.
Not because it has inferred that the rules changed, but because it is executing the new logic as
defined. That level of consistency is a structural property of deterministic execution. It cannot
be replicated through probabilistic estimation. Across all three scenarios, the underlying risk
is the same: not that the wrong tool is deliberately chosen, but that the boundary between
Al-assisted interpretation and compliance evidence quietly erodes. Recognizing where
deterministic execution is required is what keeps that boundary sharp.

5. The Emerging Model: Hybrid Al-Augmented Testing
The Hybrid Testing Architecture

The future of testing is likely not a binary choice between adopting LLMs or maintaining
traditional systems. Instead, a potential solution lies in a hybrid Al-augmented testing
architecture that assigns each technology the role it is best suited for.

In this model, the distinct strengths of both technologies are leveraged by clearly delineating
their responsibilities:

e The LLM Layer: Positioned as the primary support layer, the LLM abstracts technical
complexity and acts as an intelligent interface that supports the user throughout the
testing process. Depending on how it is utilized, it functions either as an Al-augmented
assistant (providing real-time guidance while the user drives the interface) or as a fully
Al-driven agent (serving as the sole conversational interface, translating user intent into
actions and orchestrating the deterministic test system on the user's behalf).

e The Deterministic Test System: Operating beneath the LLM layer, the test system remains
the execution authority. Whether triggered manually by a user or programmatically by the
fully Al-driven agent, it handles all validation execution across both individual message
validation and end-to-end flow testing, applies binary rules with complete consistency,
and generates the traceable audit records required by regulators.



A Conceptual Workflow for the Future

To make the architectural argument of Chapter 3 concrete, the following workflow applies its
most autonomous configuration (a fully Al-driven agent orchestrating the deterministic test
system) to a specific scenario: the arrival of a new ISO 20022 rulebook release. It is intended
as an illustration of the approach, not a description of a specific implementation. The workflow
assumes a human-owned starting point: a qualified expert has reviewed the delta between
rulebook versions and confirmed which changes require test coverage. LLMs may assist in
preliminary summarization, but the risk of a missed or subtly mischaracterized regulatory
change is too consequential to delegate without rigorous human verification. That verified
delta forms the structured input to the four-step workflow below.

Test Scenario Proposal

Based on the verified rulebook changes, the fully Al-driven agent proposes targeted
test scenarios, covering both individual message validation cases and the relevant
end-to-end flow tests affected by the changes. It assists the user in generating the
necessary structural scaffolding for the relevant message types and flow configurations,
significantly reducing manual setup time.

Agentic Execution

Once the user approves the proposed scenarios, the fully Al-driven agent uses the
deterministic test system as a tool, triggering it via structured instructions. All execution,
validation, and audit logging is handled exclusively by the test system. The LLM does
not touch the validation logic, it orchestrates the process and receives results.

Insight Synthesis

The test system returns its deterministic pass/fail logs to the Al agent. The LLM
synthesizes this raw technical output into an actionable, plain-language report,
pinpointing failures, and suggesting remediation steps.

Human-Centric Oversight

Throughout the entire lifecycle, the human tester remains the strategic lead, approving
scenarios, reviewing outputs, and directing follow-up actions, while relying entirely
on the test system for execution certainty and audit evidence.



Securing the Future of Payment Testing

The tension between the generative nature of LLMs and the strict demands of financial
compliance is real, but it is one that can be resolved through a structured approach. The
path forward lies in pairing a machine-readable rule foundation with an LLM acting as an
intelligent assistant or autonomous agent, while reserving all final validation authority for the
deterministic test system.

This vision of Al-augmented payments testing is not intended to replace human expertise.
Its purpose is to give testing teams the tools they need to manage a continuous release cycle
without expanding headcount or accepting compliance risk. As the global payments landscape
continues to evolve, this hybrid architecture offers a clear path toward testing operations that
are more efficient, more accessible, and no less rigorous than what the financial industry has
always demanded.

The institutions that will navigate this evolution most effectively are not those that adopt Al
the fastest, but those that deploy it with the clearest understanding of where it belongs and
where it does not. In a landscape of continuous change, the ability to pair the flexibility of Al
with the certainty of deterministic execution is not just an architectural advantage, it is what
will define the next generation of resilient, compliant payment infrastructure.



Annex - Technical Background

This Annex is intended for readers who wish to examine the technical foundations of the
arguments made in the main paper. It covers two areas: how LLMs generate outputs and what
controls their consistency, and the specific failure modes that disqualify LLMs from autonomous
payment validation.

A. How LLMs Generate Outputs:

At their core, LLMs are trained to predict the next token (roughly, the next word or word-
fragment) in a sequence, given all preceding context. This prediction is based on statistical
patterns learned from very large text datasets. The model does not hold a structured knowledge
base that it looks things up in, it produces each successive token by sampling from a probability
distribution over its entire vocabulary, conditioned on the context so far.

This generative process is governed by a parameter called temperature, which controls how
much randomness is applied to the sampling. At higher temperatures, the model samples
more broadly from the distribution, producing varied, creative, or exploratory outputs. At
temperature = 0, the model consistently selects the single most probable token at each step (a
process called greedy decoding). In practice, this produces near-deterministic behavior: given
identical input, the model will typically produce identical output.

Beyond temperature, modern LLMs support structured output modes (sometimes called
constrained decoding or JSON mode) which force the model’s output to conform to a predefined
schema. This further restricts the output space and reduces the surface area for uncontrolled
variation.

These configurations are important to understand, because they mean that the concern about
LLM reliability in payment testing is not simply ,LLM outputs are always random®. They are
not, in well-configured deployments. The concern is more precise and more fundamental, and
is addressed in Annex B.

B. The Three Failure Modes for LLM-Based Validation

Even at temperature = 0 and with structured outputs enabled, three specific failure modes
prevent LLMs from serving as standalone payment message validators or flow execution
arbiters. Each is described below.

a. Hallucination

Hallucination describes the tendency of an LLM to generate plausible-sounding but factually
incorrect content. In a payment validation context, this manifests in two distinct directions:

e False positives: The LLM assesses a malformed message, or an incorrectly executed
message flow, as valid because its structure or sequence is sufficiently similar to valid
examples seen during training.

e False negatives: The LLM assesses a valid, well-formed message or correctly executed
flow as non-compliant.

Critically, this failure mode is not resolved by temperature = 0. Greedy decoding makes the
LLM's output for a given input consistent; it does not make it correct. At temperature = 0, the
LLM will produce the same hallucinated assessment every time it encounters the same input,
which is consistently wrong, not intermittently wrong.



b. Reasoning about Rules vs. Executing Rules

When an LLM is presented with a regulatory rule and a message, or a flow specification and
a sequence of messages, it generates a textual assessment of whether the input appears to
comply. It does not execute the rule as a mathematical function over the data. It generates a
description of what compliance looks like, based on its training.

For straightforward structural checks, this distinction may not matter much, the LLM's pattern
recognition is often sufficient to produce a correct-sounding assessment. But for complex
cross-field business rules, for example, conditional requirements where the value of one field in
a pacs.008 triggers specific mandatory elements in the corresponding pacs.002, the difference
is critical. The LLM reasons about what such a rule would imply, it does not compute the result.
The risk of systematic errors on specific rule types or flow transition conditions, without any
visible indication that an error has occurred, is unacceptable in a compliance context.

c. The Audit Trail Problem

Regulatory frameworks require institutions to demonstrate precisely why a given test passed
or failed: which rule was applied, to which field or flow step, with what result, at what time.
This must be a mechanistically generated record, not a description of what a system believes
it did.

Modern LLMs can be prompted to produce chain-of-thought reasoning that walks through a
decision step by step. This can appear highly convincing. However, the chain-of-thought is
generated text, produced by the same token prediction process as all other outputs. It is not
an execution trace. It can be internally inconsistent, subtly inaccurate, or simply a plausible-
sounding narrative that does not reflect the actual generative path.

Critically, this concern applies at all temperatures, including temperature = 0. The near-
determinism of greedy decoding makes the reasoning trace simply reproducible but not
mechanistically tied to rule execution.

In the hybrid architecture described in the main paper, this problem is resolved by design: the audit
trail is generated exclusively by the deterministic test system. The LLM synthesizes those system-
generated logs into human-readable reports, but the ground-truth record is never LLM-produced.
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